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Information Classification & Protection Policy

VI. Contacts
For policy clarification and interpretation, contact the Associate Vice President for Information
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Restricted information may be transmitted over University or external networks only if the data or
the entire transmission is encrypted. Questions regarding encryption of data for external
transmission should be directed to Information Security prior to transmission.

Confidential information may be transmitted over the University or external networks as required,
provided that access to the information





https://livescranton.sharepoint.com/sites/div_it/Shared%20Documents/Information%20Security/Information%20Security%20Policies/Information%20Classification/infosec@scranton.edu
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Appendix A — Information Protection Alphabetical

Specific Confidential and Restricted Data Fields with Examples of Public Data

Employee Name with:
Benefits Information
Date of Birth

Home Address

Data Field Classification Special Note
Athletics Information Confidential
Alumni Information Confidential
Authentication Secret such as: | Restricted
Passwords

List of Passwords

Private Keys for Certificates

Bank Account Number and/or | Restricted
PIN Number

Budget Information Confidential
Campus Map Public
Course Enrollment Confidential
Information

Course Schedule Public
Credit Card Number Restricted
Debit Card Number Restricted
Departmental Memo Confidential
Directory Information Public
Drivers License Number Restricted
Employee Disability Claim Confidential
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Appendix B — Information Protection
Appropriate Controls for Each Information Classification by Handling Process

Transmission

transmission must be
encrypted

required on internal and
external networks

Classification Restricted Confidential Public
Process:

Acquisition Must be: Must be: Must be:
» Legal to acquire » Legal to acquire w Legal to acquire
» Actively used o Actively used

Access Limited to those with Limited to those with Not restricted
University duties that University duties that
require access and for require access and for
whom it is legally whom it is legally
appropriate to have appropriate to have
access. Minimum level | access. Minimum level
of access necessary. of access necessary
Requires confidentiality
for student employees

Network Data or entire Transmission as As required on internal

and external networks

Processing

Communication

Systems must use
appropriate safeguards
to prevent
loss/disclosure
Reasonable safeguards
against disclosure to
unauthorized persons.
Must be authorized by
Data Steward.
Communication to third
party requires legal
obligation/contract

Systems must use
appropriate safeguards
to prevent
loss/disclosure
Reasonable safeguards
against disclosure to
unauthorized persons.
Must be authorized by
Data Steward

As required on any
system

As required to all
p n5rsons




